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Abstract
We present a method for creating differential QoS where control is in the hands of
the end system or user, and the network distributes congestion feedback information
to users via packet marking at resources. Current proposals for creating differential
QoS in the Internet often rely on classifying packets into a number of classes with
routers treating different classes appropriately. The router plays a critical role in
guaranteeing performance. In contrast, there is a growing body of work that seeks
to place more of the control in the hands of the end system or user, with simple functionality
in the router. This is the approach outlined in this tutorial article: using insights from
economics and control theory we show how cooperation between end systems and
the network can be encouraged using a simple packet marking scheme. The network
distributes congestion feedback information to users via packet marking at resources,
and users react accordingly to obtain differential QoS.

T

he current Internet is based on a single best-effort class
of service, where users or flows are expected to conform to a congestion control behavior based on that of
TCP. The primary feedback signal is packet loss, and
end systems usually have to deduce this information indirectly
from acknowledgments sent by receivers. This framework has
a number of disadvantages: it does not provide differential
quality of service (QoS), it is challenged by streaming applications based on UDP which do not follow TCP’s congestion
avoidance behavior, and it relies on the end systems behaving
“nicely” when there is no clear incentive for them to do so.
Incentives are naturally handled within an economic framework, and there is a growing body of work that seeks to apply
economic insights to problems in communication networks.
Congestion occurs in a network when there are scarce
resources, and traditionally telecommunication networks have
turned to engineering methods to allocate these resources,
often using some form of centralized control to allocate or
deny resources.
In this article we survey recent developments in distributed
control and resource marking motivated by insights from economics and control theory. These can be used to create differential QoS for best effort traffic, with minimal complexity in
the routers. All the routers need do is mark packets, for
example by setting a simple flag in the IP header, which are
returned to the sender. We concentrate on flow control
schemes that can be thought of as natural generalizations of
TCP. For such schemes, the feedback signals can be communicated in the acknowledgment packets (ACKs). Differential
QoS is achieved by allowing different reactions to the receipt
of feedback signals, in ways we make explicit later. For example, if an application can tolerate receiving marks at twice the
rate of another application, it will receive roughly twice the
throughput. The QoS differentiation is relative, which is
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appropriate for best-effort traffic, and can be thought of as
providing weighted fair sharing of resources.
In the next section we outline some of the basic ideas and
concepts. We explore end system behavior, which we illustrate
with a specific rate adaptation scheme. We look at how marking can be applied at routers. We discuss how the interplay
between the network and users can be seen as a distributed
game. We also provide a specific simulation example of how
differential QoS can be achieved, and how it can coexist with
standard TCP. The important issue of how to ensure that different applications behave cooperatively, the connection
between marking and charging, and implementation issues are
also discussed.

Background Ideas and Concepts
In packet networks the various scarce resources are shared
among users. Common network resources are the bandwidth
of a link, the buffer capacity at an output port, or the capacity
of a server, such as its processing capacity or memory. The
degree of resource usage is primarily determined by the rate
at which the sender transmits packets into the network. The
problem considered in this article is how to determine an
appropriate rate allocation and hence sharing of resources
between users.
In IP networks, such as the current Internet, the determination of sending rates is carried out by a distributed algorithm at the sender that adjusts the rate of transmission while
monitoring feedback information given by packet acknowledgments returned by the receiver. One source of feedback
available to the sender is the successful arrival of the packet
at the receiver or the loss of the packet within the network
(corresponding to the absence of an acknowledgment within
a timeout period). This particular form of feedback informa-
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tion requires no additional support from the network beyond
the normal forwarding of packets from sender to receiver and
the return of ACKs. Alternative forms of feedback information will also be considered in this article that explicitly signal
the level of network congestion to the sender. This type of
feedback information requires additional support by the network resources to convey the level of congestion; but, as we
shall demonstrate, there are additional benefits. The Internet
Engineering Task Force (IETF) Explicit Congestion Notification (ECN) proposal [1], which marks a packet if a router is
congested, is one natural way of conveying feedback information back to the user.
Within today’s Internet the rate allocation of TCP connections is determined by the TCP congestion avoidance algorithm that operates by linearly increasing the sending rate
until a packet loss is detected, when the sending rate is
halved. Thus, the congestion avoidance algorithm attempts to
balance the level of packet loss against the utilization of
resources.
Although there are many variants of the congestion avoidance algorithm, we begin by describing the simplest model for
the resulting rate allocation. Several authors have described
equations giving the steady state throughput of TCP in the
face of a constant packet drop probability. These all produce
the familiar “inverse square root” type dependence [2]; the
simplest determines the rate for a single connection, x, by the
expression

x=

1

2

T

p

,

where T is the round-trip time for the connection and p is the
probability of packet loss along the path from sender to
receiver.
Notice that this expression shows that there is a strong
dependence on the round-trip time, T. The longer the roundtrip time the lower the rate, x, for a given level of packet loss.
It can be shown that this expression for the rate also maximizes the objective function
U(x) – px
where
U ( x) = K -

2
T2x

and K is an arbitrary constant. Thus, the TCP congestion
avoidance algorithm can be seen to determine a rate that
optimizes a net utility given by the difference of U(x) and a
cost term, px, related to the rate of packet loss.
In other words, reverse engineering the TCP congestion
avoidance mechanism, it behaves as if an application values
bandwidth according to the utility function U(x), suffers damage at a constant rate px, the rate of packet loss, and attempts
to maximize net utility (utility – cost). The function U(x)
makes explicit the extra “value” users place on getting more
bandwidth.
Variants of the basic TCP congestion avoidance algorithm
will introduce alternative functions, U(x), but leave the overall
interpretation the same.
The approach to rate allocation followed by the TCP congestion avoidance algorithm will allocate similar rates to connections which pass through resources with similar levels of
congestion and have similar round-trip times. There is no
scope for different rates for connections based on the type of
user or application, that is, for differential QoS given by alter-
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native choices for the function U(x). In effect, the TCP algorithms make the choice of U(x) on behalf of all users.
To better understand the sharing of resources, it is helpful
to draw on several economic insights. One such insight is that
use of common scarce resources produces a negative externality,
that is, the choice of a user to increase its sending rate not
only affects the congestion it experiences but also detrimentally affects the level of congestion seen by other users who share
common resources. In a similar way, a road user on a busy
highway contributes additional delay for other road users. The
cost term in the optimization above should ideally take account
of this externality so that users balance the advantages to them
of a higher sending rate against the full consequences of their
actions on all users of the network — not just on themselves
— and in this way achieve system optimal outcomes. It is possible to interpret the cost term as a congestion price — the
higher the level of congestion, the higher the congestion price
and the greater the incentive to lower the sending rate.
A related economic insight, not developed in this article, is
that the congestion cost term can be related to the marginal
cost of incremental capacity expansion. Thus, the network
operator observes accurate signals (based on the congestion
prices) to increase resource capacity.
Later, we shall describe approaches based on the use of
ECN feedback marking to determine a congestion price function for the cost term that attempts to capture the externalities involved with the use of network resources.
We should also note that we are assuming cooperative
behavior on the part of the users in choosing to follow the
recommended TCP congestion avoidance algorithm to determine the user’s sending rate and hence their share of the
available resources. This is a very important assumption and
one that is likely to be under increasing pressure, particularly
as the range of applications using the common Internet infrastructure grows.
Ways of ensuring or encouraging user adoption of cooperative behavior, through the use of private centrally managed
networks or by charging mechanisms, are discussed later.
In this article we concentrate on the problem of rate allocation for relatively long-lived TCP connections where a feedback information channel is already present to ensure reliable
data transmission. While the main focus of our discussion is
TCP connections, we briefly mention extensions to rate adaptation for UDP-based streaming media applications.

End System Behavior
The work of Kelly et al. [3, 4] has shown how the optimization
framework described above may be applied in a network
where users adapt their sending rate based on ECN feedback
marking information.
Suppose that user r wishes to determine its sending rate, xr,
such that the level of marking it receives is wr marks/unit time.
Thus, the quantity w r can be interpreted as a willingness to
pay parameter for marks received per unit time.
In a distributed context, suppose each user, r, adapts its
sending rate, xr, to match its willingness to pay parameter, wr,
by means of the following simple rate adaptation algorithm:
dxr ( t)
= k r ( wr - xr ( t) pr ( t))
dt
pr ( t) = Â p j ( y j ),
j: j Œr

where yj is the aggregate load through resource j, pr(t) is the
sum of the congestion prices at resources j along the user’s
route, and kr is a small positive constant.
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■ Figure 1. Real and virtual queues. The virtual queue has a service rate of aC and marks when above the threshold aK.
Here the congestion price refers to the proportion of offered
packets marked by the resource. These prices can be contrasted
with the term p used in the simple model of TCP of the previous section that measured cost by probability of packet loss.
Hence, users observe feedback in terms of marked packets at
rate xrpr and adjust their sending rate according to the difference between their expected and actual marking rates. This
algorithm has a linear increase and a multiplicative decrease.
The detailed choice of marking function, pj(yj), used to indicate
congestion levels at a resource is the subject of a later section.
The parameter kr acts as a gain parameter that controls the
rate of adaptation, and has to be set small enough to ensure
stability. It is possible to show that if all users follow such a
rate adaptation algorithm, the rates will converge to the equilibrium point where they achieve their expected marking rate
of wr marks/unit time and send at rates given by
xr ( t) =

wr
pr ( t)

independent of round-trip times.
The above discussion assumes that the parameters wr are
fixed. Allowing users to dynamically select w r according to
their own preferences (e.g., according to their own private
utility function) has been shown to generate outcomes that
are system optimal [3]. Here system optimal means maximizing the aggregate net utility of the users.
This description is only a simplified model that ignores the
time-delayed nature of feedback information. The exact
choice of the gain parameter, kr, is a current research topic,
but may be taken as a suitable fraction of the inverse round
trip time.

Marking Algorithms for Best-Effort Routers
In this section we look at ways of determining the congestion
marking function, pj(yj), at resource j in terms of the aggregate load y j . This function needs to record the cost of the
externality resulting from any additional load placed on the
resource. Active queue management (AQM) schemes such as
Random Early Detection (RED) seek to give early warning of
increasing congestion by use of ECN marks that mark a single
bit in a packet. We would also wish the level of marking to
signal the congestion costs involved.
AQM schemes are usually based on some form of threshold marking: for example marking packets with the single
ECN bit when a threshold is exceeded. In a virtual queue
(VQ) marking scheme [5] we assume that packets which
arrive to the real queue are also fed into a VQ with a service
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rate and buffer length each reduced by multiplying by a factor
a < 1. Packets are then marked when the VQ exceeds some
threshold value. This is illustrated in Fig. 1.
Note that the VQ only performs marking, no real packets
are scheduled in it, and hence it can often be implemented by
means of a simple counter.
Having the VQ run at a slower rate means packets are
served more slowly, hence queues build up faster during periods of congestion producing an early warning of problems in
the real queue. The parameters of the VQ can be thought of
as tuning parameters set and monitored by the network operator in order to appropriately trade-off packet loss against utilization. An illustration of this tradeoff is given in [6] where
the threshold value is denoted by K and packets are marked
when the VQ size exceeds K. Using a simple queueing model,
[6] gives the relation
Ê 1 ˆ
a=Á
˜
Ë K + 1¯

1/ K

,

where a is the reduction factor in service rate for the VQ.
Here the VQ is attempting to signal the congestion cost of the
real queue exceeding the value K. For example, if K = 10
then a = 0.78, so the VQ runs at 78 percent of the rate of the
real queue, implying we aim to run the real system with utilization below 80 percent. We can increase K and hence the
utilization of the system: for example, setting K = 50 equates
to a = 0.92. However, the system becomes harder to control
the larger the value of k.
Using the model of [6], Fig. 2 illustrates the effect of using a
threshold marking in either the real queue or the VQ, with
feedback based on loss (top) in the real queue, or marks in the
VQ (bottom). The top diagram shows how loss increases as a
function of load when the (real) queue discards packets if the
buffer size exceeds K, where the different curves (labeled 5, 10,
and 50) correspond to different values of K. Except when K is
very small, the loss probability increases sharply with load, illustrating the difficulty in trying to control load via feedback signals based on loss. Only a fraction of packets are lost if the
load is less than capacity; hence, the control system has to rely
on a few users backing off strongly to prevent overload.
Contrast this with VQ marking, shown in the bottom of
Fig. 2, where the buffer size is 100, and packets are marked as
the VQ threshold exceeds K. Now we start to mark much earlier: indeed, for a threshold of 10, we start to mark heavily
once the load goes above 0.6, even though we lose hardly any
packets at this load (as shown by the top figure). There is
strong pressure to keep the load below the design level, and if
users can tolerate a marking rate of say 20 percent, the control will keep the load below the appropriate design level. The
high level of marking (compared to, say, either loss-based or
pure threshold marking) enables all the users to react lightly,
rather than a few having to react strongly.
Observe that having the actual buffer size larger than the
threshold at which we mark in the VQ enables us to have low
loss and low delay: if connections do react to mark signals, the
delay is kept small and very few packets can be lost, since
excursions of the real queue above the real buffer size are rare.

Flow Control Experiments and Distributed
Games
The previous sections considered the optimization framework
with users adapting their sending rates in response to feedback
signals in such a way as to keep the marking rate fixed. Howev-
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of 10 but a virtual buffer of size 9 packets, and a virtual rate of 550 p/s given
0.10
by 90 percent of the bottleneck link
0.05
rate. The bottleneck link has a 100 ms
round-trip time delay and the access
0.0
links each have small round-trip times
0.0
0.2
0.4
0.6
0.8
1.0
of 10 ms.
Load
We now connect 10 users to the
system, distributed among the user
1.0
nodes, with different willingness to
K=5
pay parameters evenly distributed in
0.8
K=10
K=50
the range 2–20. In addition, there is a
0.6
single TCP user. Note that the aggre0.4
gate willingness to pay (110/s) is less
0.2
than the rate at which marks can be
0.0
charged (600/s). Four extra users
arrive at time t = 30, each having a
0.0
0.2
0.4
0.6
0.8
1.0
Load
WTP parameter of 10 in the middle
of the range, effectively producing a
40 percent increase in offered load.
■ Figure 2. The top panel shows the loss probability in the real queue as a function of the
Figure 4 shows the achieved rates
load. The bottom panel shows the marking probability for the virtual queue as a function
for the various connections recorded
of load.
over a 20 s period. The solid lines give
the rates for the various WTP connections: as expected, those users who
having a higher willingness to pay get higher throughputs.
er, not all users will want to adapt to congestion levels in this
Indeed, those who are willing to pay twice as much get
relatively smooth fashion. In this section we explore some of
approximately twice as much, but not exactly twice as much
the consequences of alternative rate control strategies.
since we are dealing with a system with stochastic fluctuations.
The choice of rate control strategy forms a game. Not only
After time 30, when there is a sudden increase in load, the
does the user’s choice of strategy affect themselves; it also
rates drop, but very quickly converge to their new values. The
affects the other users of the common network resources.
dashed curve shows that the behavior of TCP (ECN-aware
Key and McAuley [7] explore the idea of QoS as a disTCP) is much more variable than the WTP strategy: by its
tributed game, where users “play” against each other and the
nature, the variability of the throughput is much higher since
network. A real distributed game is used to assess the effecit has a more dramatic decrease reaction. It also responds less
tiveness of strategies: a game server creates an artificial netwell to the change in offered load, and loses several packets.
work, recreating nodes, link delays, and marking strategies,
But overall, TCP still sees the same per packet marking proband users compete in such an environment. Such a distributed
ability as the WTP schemes, a value which is approximately 20
game simulator has been built at Microsoft Research, Campercent in this example.
bridge, and allows real users to compete against each other. A
Figure 5 shows the evolution of the VQ size, where the
strategy is a process that decides when to send packets (with
marking periods are the times the queue size exceeds the VQ
some associated token acting as a packet identifier), receives
threshold value of 9. There is a large positive excursion in the
information in the form of ACKs and marks, and decides how
queue size around t = 30, when the load is suddenly increased,
to adjust the sending rate in the light of this information. A
and in fact this is the only time loss occurs in the real queue
simple text-based protocol is used to communicate with the
where just two packets were lost in total. Hence, with a relagame server over a TCP connection.
tively small buffer, we have been able to achieve almost no
An example game might be to transfer a certain amount of
loss, and yet run the system at above 80 percent utilization.
data in a given time at minimum cost, a type of file transfer
game, and [8] gives examples of how simple strategies perform. If users are only prepared to pay a fixed amount per
packet [4], the users are observed to stall (stop sending) if
User
the price goes too high, in the manner of an auction. This
nodes
contrasts with the willingness to pay (WTP) strategy considered earlier where users adjust their sending rate. More generally, we can envisage strategies where users adapt their rate
B = 10
in some more complex way, and perhaps need some miniUsers
Sink
600 packets/s
mum rate for real-time service. Key and Massoulie [9]
describe the interaction of such streaming and file transfer
users in a large system.
As a simple example of interactions between different
strategies, consider a number of WTP strategies and a TCP
strategy that is ECN-aware. Such an example is helpful in dis100
cussions of incremental deployment of new strategies.
ms
200
Figure 3 shows a simple network where a number of users are
packets/s
connected to one of five user (or access) nodes, each connected
by a 200 packet/s link to a router. There is a single bottleneck
■ Figure 3. This figure shows the simple network of users and
link connecting the two routers, of capacity 600 packets/s, and a
routers.
single sink. The first router uses VQ marking, with a real buffer
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feedback signals. This has the attraction of
working with existing applications.
100
The end system behavior may be mandated by the operating system (as is curWTP
rently the case), or may be under
80
20
system/network management control in a
18
private intranet. In this article we describe a
16
60
very simple rate adaptation scheme for elas14
tic flows. In a similar way, rate adaptation
12
schemes together with marking can be con40
10
sidered for streaming real-time services.
8
Such end system behavior can coexist with
6
TCP. If the TCP is not ECN-aware, packets
20
4
could be dropped instead of marked. Alter2
natively, the behavior we describe could be
0
part of a DiffServ service class, or partitioned to exist within a virtual private net25
30
35
40
20
work. The question of congestion pricing
Time (s)
for aggregates is discussed in [12].
The preceding sections have assumed users
cooperate by conforming to an agreed strate■ Figure 4. This figure shows the achieved rates of the WTP users over a 20 s period
gy, such as a WTP strategy with a specific
with willingness to pay parameters as shown. In addition, the achieved rate of a sinchoice of parameter w. The choice of w could
gle TCP user is shown for comparison.
be mandated by the system; for example in a
private intranet management may fully specify
the behavior of users and end systems. In situations where such
Note that the TCP user achieves a long-run mean rate simicooperation breaks down, other mechanisms may be required.
lar to that of the WTP strategy with parameter w = 16, but
For example, marks may be interpreted as a pricing signal to the
has a far higher variance. Unlike a WTP user, the TCP user’s
users, and if they represent real or virtual money, incentives can
throughput depends on the associated round-trip time, T r .
be aligned using charging, as described in Gibbens and Kelly [4].
This example shows that TCP can coexist perfectly well with
The precise manner in which charging is implemented depends
other strategies, and indeed the presence of smoother strateon many complex factors beyond the scope of this article, but
gies like WTP benefits TCP by giving it a higher throughput
may include a substantial level of aggregation.
than replacing all the WTP schemes with TCP. Compared to
TCP, WTP or other similar rate adaptive strategies give a
smoother behavior, a better differentiated service model, and
Summary
a throughput related to 1/p r , where p r is the marking rate,
compared with 1/÷pr for the case of TCP.
In this article we discuss an approach to providing differentiated
quality of service within a network of best effort routers. The
routers are assumed to be able to signal congestion to end sysImplementation Issues
tems by means of packet marking during congested periods and
to forward packets through simple FIFO queues without the need
Crowcroft and Oechslin [10] demonstrate an early attempt at
for complex priority scheduling mechanisms. The network makes
creating user behavior which mimics that of multiple TCP
streams. These experiments still used loss as the
feedback signal. We now look at several examples where ECN is used as the feedback signal.
The current ECN RFC is experimental, and
30
only defines a behavior for TCP. By using ECN to
carry the same binary congestion information,
25
exactly as in the RFC but with a slightly different
marking algorithm in the routers than RED, and
20
with flexible end system behavior, we can create
differential QoS. ECN and ECN/RED support is
likely to exist across a range of operating systems
15
including Linux/FreeBSD and Windows.
We have described a general framework that
10
assumes aggregation of marks along a route. ECN
provides a single bit mark; however, it is believed
5
that little is lost by using a single bit (effectively
taking the maximum of marks along a route) compared with the sum, provided the overall marking
0
rate is not too high. An alternative to using single
20
25
30
35
40
bit feedback at the IP level is to use some form of
Time (s)
direct feedback at an aggregate level. Barham and
Stratford [11] describe an experimental implemen■ Figure 5. This figure shows the evolution of the virtual queue size before, during,
tation built on top of Windows2000 which uses a
and after time t = 30 when four additional users join the system. The virtual
third-party traffic controller to alter the rates of
queue marks whenever the virtual queue size exceeds the threshold value of 9.
the Windows2000 traffic shapers in response to
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no guarantees to end systems concerning performance, but provides feedback information that may be expected to produce system optimal behavior on the part of cooperative end systems.
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