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Distributed Admission Control
Frank P. Kelly, Peter B. Key, and Stan Zachary

Abstract—This paper describes a framework for admission con-
trol for a packet-based network where the decisions are taken by
edge devices or end-systems, rather than resources within the net-
work. The decisions are based on the results of probe packets that
the end-systems send through the network, and require only that
resources apply a mark to packets in a way that is load dependent.
One application example is the Internet, where marking informa-
tion is fed back via an ECN bit, and we show how this approach
allows a rich QoS framework for flows or streams. Our approach
allows networks to be explicitly analyzed, and consequently engi-
neered.

Index Terms—Communication system control, congestion notifi-
cation, distributed control, loss network, packet switching, product
form, shadow prices.

I. INTRODUCTION

T HE CURRENT Internet does not give any quality of ser-
vice (QoS) guarantees. This is a particular problem for

streaming applications. Typical applications are voice or video
streams; however, the problem applies much more generally to
transfers of data or flows which have an inelastic component,
that is which need some minimum level of bandwidth to func-
tion correctly. Current interest in labeling and switching flows
increases the importance of quality of service questions.

Measurement based admission control (MBAC) research has
shown that it possible to assure quality of service for varying
heterogeneous traffic by inferring information from on-line
measurements. ATM, a connection oriented transfer mode, was
a natural setting for early work [1]–[4] with variable bit-rate
(VBR) traffic providing the impetus: VBR traffic is hard to
characterize; and introducing regulators, policers, or shapers
does not solve the problem since these also require some
characterization to sensibly set parameters. MBAC offered an
attractive solution providing useful multiplexing gains with
minimal assumptions.

The timescale decomposition of Hui [5] shed light on how to
apply theory in practice: connections last for a period of time
and generate periodicburstsof activity, where each burst of ac-
tivity consists of a number of cells transmitted at the line rate.
A natural timescale separation follows if just enough buffering
is present in the network switches to absorb cell-scale effects
(caused by phase effects of cells sent at the peak rate), with ad-
mission control limiting the probability of an excess number of
bursts to an acceptably low level. In other words, the buffering
in switches is sufficient to absorb the aggregate cell-delay vari-
ation.
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Initially intended for real-time streaming applications, the
ideas also apply to non real-time traffic (“data”) provided the
cell-scale and burst scales are suitably reinterpreted. MBAC
ideas also found a home in the Internet community [6]–[8], and
have been proposed as a way of limiting the number of flows
or connections, where a flow can be a general transfer of data
between a source and an endpoint or endpoints.

It is worthwhile recapping the lessons that have been learned
from the measurement-based research. First, simple algorithms
based solely on load measurements are generally robust.
Second, there is a tradeoff between connection blocking and
packet loss: most algorithms can be tuned to improve one at
the cost of the other. Third, the timescale over which load is
measured is important, but little is gained by building history
into the inference process.

A problem nevertheless remains with current MBAC work:
how should decisions be made on an end-to-end basis? One op-
tion is to invoke signaling to pass messages between resources.
However, we propose a different approach: let the connection
decide whether or not it should enter the network. The connec-
tion has to infer information about aggregate load, for example
by sending probe packets, and necessarily is in a poorer position
to deduce state information about a resource than the resource
itself. But, conversely, it is in a much better position to make
timely end-to-end inferences along a probed path.

In our approach, we require information to be fed back to the
end-systems associated with a potential connection. The frame-
work is not tied to any particular implementation, however, it
is natural to think of the Internet, in which case the recent RFC
on explicit congestion notification [9] would provide a mech-
anism for conveying information back. Elsewhere [10], [11] it
is argued that such a framework allows a coherent treatment of
pricing and QoS issues, in integrated networks carrying both
streaming and data applications.

Gibbens and Kelly [12] and Turányi and Westberg [13] have
looked at distributed connection admission control with an
edge-device or broker acting as a gateway to determine whether
to accept a connection or not, with the aim of keeping the
experienced packet marking rate to an acceptable level. Thus,
the gateways act as aggregators and have access to aggregate
information. We go one step further here, where information
is only obtained through the (noisy) packet marking signal the
end-system receives. Alternative mechanisms for conveying
information to end-systems have been studied by Eleket al.
[14], who use packet loss, and Bianchiet al. [15], who require
the network to give lower priority to probe packets.

The organization of this paper is as follows. In Section II we
describe a model for probabilistic admission to a loss network.
We develop methods for its analysis and approximation. Product
form distributions and fixed point models have long been used
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to model telecommunication networks (see, for example, [16, p.
203], [17], and, for a more recent discussion, [18]), and the im-
plied costs and shadow prices derived from fixed point models
have found extensive use in studies of design optimization and
resource management for several forms of circuit-switched net-
work (Key [19], Faragoet al.[20], Mitra et al.[21], [22]). Intro-
ductions to the area are provided by Kelly [23] and Ross [24].
We show that these methods may be generalized to networks
where call admission is probabilistic, and thus allow the anal-
ysis of networks where admission control is measurement-based
and distributed.

In Section II-A and B we develop a simple network model that
admits a product form solution. The simple model makes strong
assumptions on, for example, the homogeneity of bandwidth re-
quirements, but allows exact calculations for various quantities
of interest. The simple model leads directly, in Section II-C–E,
to fixed point approximations for networks carrying large num-
bers of connections, or for networks with diverse routing. The
fixed point approximations are applicable more widely than the
product form solutions, and in Section II-F and G we describe
how they emerge from the average dynamics of a large network,
following the work of Hunt and Kurtz [25] and Zachary [26].

The connection level models of Section II use a very simple
abstraction of resource behavior. In Section III we develop more
detailed models of resources, showing how the abstraction used
in Section II may arise from the packet level dynamics of the
resource. We consider models where the connections generate
bursts of activity, as well as models where connections behave
more smoothly. A robust mechanism to detect approaching
traffic overload, without the need for source traffic characteri-
zation, is provided by the virtual queue mechanism: a resource
marks packets or not depending on the state of a fictitious
queue, of lower capacity than the real queue. In Section III-D
we use the many sources asymptotic [27]–[29] to provide
important insights into the relevant packet level timescales,
and thus into the robustness of such mechanisms. Finally, in
Section IV, we conclude.

II. CONNECTION LEVEL NETWORK MODELS

We now explore more fully how an end-system or user might
decide whether or not to enter the system. In effect, this is ad-
mission control performed by theuser. We assume that each
arriving call request (where we use the term “call” to represent
a connection or flow) probes the network and is accepted, that
is, decides to enter the network, with a probability which de-
pends on the current load on resources. In this section we study
a model for such distributed call acceptance control, in which
the load is assumed to be generated by the calls themselves. We
also assume independence of the packet level dynamics at each
resource,conditional on the current load on the network. We
first analyze a specific model in which we further assume homo-
geneity of bandwidth requirements across different call types,
and also that, for a call to be accepted, each resource along its
route must signal that it is uncongested. This leads to the product
form acceptance probability (1) below, and so to the product
form stationary distribution (3). In Section II-G, we discuss the
analysis of more general models.

A. A Simple Model

Let be a set of resources, and a set of routes, where
identifies a subset of . Calls requesting routearrive as

a Poisson stream of rate. Each such call probes the network
and is accepted with probability

(1)

Here where is the number of calls already
in progress on each routeand where

is the existing occupancy of each re-
source . For each , the function is nonincreasing and takes
values in the interval [0, 1]. We can interpret as the
probability resource marks none of a fixed number of probe
packets used by a call requesting connection through resource
, when is the number of calls already in progress through

that resource. The product form acceptance probability (1) cor-
responds to the assumption of independence of the packet level
dynamics at each resource, conditional on the current load, to-
gether with the requirement (in this specific model) that, for a
call to be connected, it must be “accepted” by each resource
along its route. As an example, we might take

(2)

for some probability and threshold , where is
a binomial random variable—we explore an example in more
detail in Section III-A and B.

Suppose further, without loss of generality, that accepted calls
have holding times with unit mean. Then the stationary distri-
bution of the vector is given by

(3)

In the case of exponential holding times, this is immediate from
the reversibility of the Markov process giving the
number of calls in progress at each time. More generally the
result follows from the quasi-reversibility of this process [30].

Note that this is also the mathematical model which is appro-
priate to a traditional uncontrolled loss network with “hard” ca-
pacity constraints, in which each resourcehas a fixed capacity

and if , otherwise. It turns
out that many of the results for such a loss network generalize
to the present model. In particular, for a large network the sta-
tionary distribution above is concentrated on the same point as
that for the traditional loss network with appropriately defined

—see Appendix I.

B. The Occupancy Distribution

We now study the stationary distribution of the resource occu-
pancy vector , together with the corresponding call acceptance
probabilities. We give a recursion which enables the efficient
and exact computation of these quantities—at least in networks
of small to medium capacity—and which more generally pro-
vides insight into the behavior of the model (see Section II-C).

For each , define [where is
as given by (3)] to be the stationary probability that the total load
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on the network is given by the vector. For each , define
the vector by if ,
otherwise; define also the vector . It follows from
(3) that, for each and each ,

(4)

where the function is given by (1). (In the case of exponential
holding times, when the process is Markov and
reversible, (4) is the detailed balance equation for this process.)
Now, for each and for each , sum (4) over those such
that and over those such that to obtain,
straightforwardly,

(5)

Equation (5) enables the recursive determination of the sta-
tionary probabilities —for example, by induction on

. They form a natural generalization of the
Kaufman–Dziong–Roberts recursion for the direct computation
of the exact resource-occupancy distribution in a traditional
uncontrolled loss network (see [31]). There the ultimate goal
is usually the computation of the stationary blocking, or
equivalently the stationary acceptance, probabilities. For the
present model, the stationary probability that a call of typeis
accepted is given by .

C. A Simple Fixed Point Approximation

Simplifications arise in large networks, often formalized for
loss networks by a familiar limiting regime in which arrival rates
and capacities are allowed to grow in proportion to some scale
parameter —see Appendix I for a formal result in the context
of the current model. Thus, suppose that both the arrival rates

, , and the capacities of the resources (effectively
defined by the functions ) are large. We develop a simple fixed
point approximation identifying those regions in which the sta-
tionary distributions of and are concentrated, and derive
the corresponding call acceptance probabilities.

The stationary distribution of is given by (3). Since, for
each , is decreasing in , the function is con-
cave, and so is maximized by some unique ,
which, by our above assumptions, will again be large. Now take
logarithms in (3), and use Stirling’s approximation (

). Assume that the func-
tions are sufficiently smooth to permit partial differentiation
of with respect to each (treating the latter as contin-
uous). We then obtain that is given, to a good approximation
in a large network, by

(6)

Further, for each, by summing these equations oversuch that
, we obtain

(7)

Equations (6) and (7) form sets of fixed point equations for the
vectors and , respectively. [Note that (7) may also be

obtained directly from (5) by making the reasonable assump-
tions that varies smoothly in and is maximized, to a
sufficiently good approximation, by .] Now the stationary
distribution of typically declines more sharply away from its
mode than does that of—see [32] and [33] for the analogous
results in the case of a traditional uncontrolled loss network,
where . Further, the size of the setis usually
less than that of the set. Hence if, for example, recursive sub-
stitution is used to solve either the equations (6) or (7) then the
latter set may generally be expected to be easier to solve, after
which may be obtained from (6).

Again, as for the traditional loss network above, we may show
that, for a large network, does decrease sufficiently fast as

moves away from that the stationary distributionsand
are effectively concentrated in small neighborhoods ofand

, respectively. For each call type, the corresponding sta-
tionary acceptance probability is clearly given by ,
where is the expectation of under the stationary dis-
tribution . The concentration of in a small neighborhood of

ensures that is close to and so, from (6) and to
a good approximation in a large network, the stationary accep-
tance probability for a call of type is given by . It
now follows also from (1) that thestationaryacceptance prob-
abilities are, approximately,as if each resource accepts calls
with probability , independently of other resources.
We refine these approximations in Section II-D.

Note also that if, for each, we define , then
comparison of (1), (6) and (7) with the equations of Theorem 2.1
of [32] shows that is also the point on which is concentrated
the stationary distribution of in the corresponding (traditional)
uncontrolled loss network in which calls are accepted subject
only to a hard capacity constraint on each resource. We
make a further important connection in Appendix I.

D. A Refined Fixed Point Approximation

We now give a refinement of the approximation of the pre-
vious section. For each resource, let be the sta-
tionary acceptance probability when that resource is offered a
single Poisson stream of call traffic of rateand operates with
a threshold parameter . (We show in Section III-B how the
parameter arises in the binomial model: more generally we
use this parameter as a proxy for the capacity of resource.)
Then is readily computed exactly via the relation

where, from (3),

(8)

We treat the network call acceptance probabilities as if, under
stationarity, the network resources accept calls independently
of each other—as was shown to be true, to a good approxima-
tion, in the previous section. However, we use the result above
to refine the resource acceptance probabilities. We thus asso-
ciate with each resourcea stationary acceptance probability

given by the solution of the fixed point equations
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where

Thus, the traffic offered to each resource is viewed as a sum
of Poisson streams from those routes using it, and each of these
streams has a rate thinned by the acceptance probabilities for the
other resources along the corresponding route. The stationary
acceptance probability for a call of typeis then taken to be

. This approximation becomes exact in the case of a
single-resource network. For an uncontrolled loss network with
hard constraints, it is the well-known Erlang fixed-point, or re-
duced load, approximation. Conditions for this approximation
to be accurate include the case of diverse routing, where dif-
ferent resources within the network have only a small propor-
tion of their load arising from the same calls, as well as the large
network regime considered in Appendix I.

The fixed point equations above have a unique solution, iden-
tified by the solution of the problem

Minimize

over

where is the mean utilization at resource
, when is the solution of . This follows,

as in [32], since the earlier condition that is monotone de-
creasing ensures that the stationary acceptance probability of
resource is monotone decreasing, and the mean utilization of
resource is monotone increasing, in the offered traffic (by a
coupling argument), and hence is increasing. The func-
tion displayed above is then strictly convex, and the stationarity
conditions identifying the unique minimum are just the fixed
point equations.

E. Optimization of Routing and Capacity

How should calls be routed or capacity allocated so as to im-
prove the performance of the network? For example, there may
be a number of routesthat carry traffic between the same two
end points, and we might be interested in varying the amounts of
traffic offered to each of these routes. Or we might be inter-
ested in how to allocate additional capacity over the resources
of the network. What is the effect on the performance of the
network of changes in the parametersor ? To make some
progress with these issues, let us suppose that a call carried on
route generates an expected revenue(or, equivalently, in-
terpret as the cost of losing a call on route). Extend the
definition of the functions to nonintegral values of

in such a manner that the functions have continuous deriva-
tives. Let be the unique solution to
the fixed point equations of Section II-D. To emphasize its de-
pendence on the parameter vectorsand , write .
Under the fixed point approximation the rate of return from the
network is given by

(9)

where

(10)

and . Thus, , are the stationary loss proba-
bility and carried traffic respectively on route, as calculated
from the approximation. Let

and let

Then, by proceeding as in [34], we may calculate

(11)

and

(12)

where , are the unique solution
to the linear equations

(13)

(14)

We can interpret as thesurplus valueof a call on route :
if such a call is accepted it will earn directly, but at anim-
plied costof for each circuit used from link. The implied
costs measure the expected knock-on effects of accepting a
call upon later arrivals at the network, and, through the deriva-
tive (12), they give information on the effect of increasing the
capacity of resources. Note that the implied costsare derived
from the stationary acceptance probabilities, and so repre-
sent information integrated over many call holding times. This
is in contrast to the probabilities , which fluctuate with the
number of calls in progress.

F. Dynamics

The shadow prices described in Section II-E are useful for
certain forms of longer-term static optimization: for example,
for the allocation of traffic across routes, or for capacity ex-
pansion decisions. In this section we explore how the connec-
tion-level dynamics of the network may also be interpreted in
terms of an implicit, and different, optimization problem. Con-
sider the system of differential equations

(15)

for . We may motivate the system (15) as describing av-
erage dynamics, with , in a large network. These
ideas are formalized in [25]—see also Appendix I for a limiting
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result. In Appendix III it is shown that the strictly concave func-
tion

(16)

is a Lyapunov function for the system of differential equations
(15). The unique value maximizing is a stable point
of the system, to which all trajectories converge. Further, under
the identification above, is the fixed point given
by the solution of the equations (6). (This follows on noting that

is given by setting the right hand side of the equations (15)
equal to zero.) This result establishes a stability property of the
network dynamics under the given call acceptance strategy—a
result which need not be true for all control strategies. Fur-
ther, for other models (for example, those in which different
call types have different bandwidth requirements) and for other
call acceptance strategies, consideration of network dynamics
is often the only way to derive equilibrium behavior—see the
discussion of Section II-G.

We can view the connection-level dynamics of the system as
implicitly attempting to choose the flows , , to maxi-
mize an aggregate utility made up of a benefit to users on route
of for each route , less a cost to
the network of the negative of the final term in expression (16),
providing a connection with the economic framework of [10],
[35], [11].

G. More General Models

It is natural to consider also more general models—for ex-
ample, those incorporating heterogeneity of bandwidth require-
ments or more general call acceptance strategies. An example
of the latter occurs when the condition for a call to enter the
network is that total number of probe packets marked by all re-
sources along its route should not exceed a given number. For
such models we do not in general have the simple product form
stationary distribution (3). Observe, however, that we may still
consider average dynamics in a large network. The analog of the
differential equations (15) is here

(17)

for , where and may again be
identified with the number of calls of typein progress at time.
Again, is the arrival rate for calls of each type, while
is the corresponding acceptance probability when the state of the
system is given by . In the case where, for a call of typeto be
accepted, each resource along its route must signal that it is un-
congested, then the function factorizes as before—this again
follows from the assumed conditional independence of packet
level dynamics at each resource. For an interpretation of (17) in
terms of a functional law of large numbers for a traditional loss
network, again see [25].

Fixed points of the network are given by setting the right-hand
side of (17) equal to zero, providing a generalization of the fixed
point (6). Equation (17) also permits an analysis of the stability

of fixed points, although in general it is difficult to find Lya-
punov functions to establish global stability. However, extensive
analysis of the corresponding models for traditional loss net-
works suggests that, in all but the most badly controlled systems,
there will be a single stable fixed point, to which all trajectories
of the dynamics converge. This fixed point then determines sta-
tionary loads and stationary call acceptance probabilities. Thus,
for large networks at least, we are able to deal with design and
optimization issues.

The approach of [10], [35], [11] envisages using marks not
just for inelastic connections but also for adaptive streams and
for short transfers. For such heterogeneous mixes of traffic, an
analysis at the level of detail of Section II-A and B is unattain-
able, but models of the form (15), (17) may well be tractable,
and a simple example is given in [36].

III. PACKET LEVEL RESOURCEMODELS

In this section we develop several more detailed representa-
tions of resources, modeling behavior at the burst and packet
level. We consider the behavior of an isolated resource condi-
tional upon its current load, and calculate acceptance probabil-
ities which can then be integrated into a connection model
using the results of Section II. Since we are considering an iso-
lated resource, we dropfrom the notation and set , and

.
The first example, the binomial model used extensively in [3],

allows us to explore numerically and analytically some of the
consequences of a particular form for the function , and to
consider the conditions under which timescale separation might
take place. The second example, an M/M/1 queue, allows us
to obtain straightforward analytical forms for various quantities
concerned with system sizing. These two examples assume par-
ticular source traffic characterizations, where it is reasonably
easy to understand the behavior of the resource at the packet
level. A robust mechanism to detect approaching traffic over-
load, without the need for source traffic characterization or even
call homogeneity, is provided by the virtual queue mechanism,
previously used in [10], [12]. In Section III-D we use the insight
provided by the many sources asymptotic into the behavior of
this mechanism.

A. Origins of the Binomial Model

The binomial model (2) arises naturally as follows. Suppose
that connections last for a period of time and generate periodic
bursts of activity, where each burst of activity consists of packets
transmitted at a constant rate. Then the binomial model would
result from a timescale separation where bursts are long in com-
parison with queue dynamics at resources, but short in compar-
ison to the periods between connection arrivals and departures.
A resource would then see a stream of packets whose rate was
given by the number of active bursts and various simple marking
mechanisms would either mark all packets or none, depending
on whether the number of active bursts was above or below a
threshold.

How reasonable is the modeling assumption of a timescale
separation? An example may help clarify this question. Sup-
pose that connections have an average holding time of about
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200 s, and alternate between “on” and “off” periods each of
mean 500 ms, with packets emitted in a periodic fashion, every
25 ms, during an “on” period. (These numbers are chosen to be
broadly comparable with those used in studies of both ATM and
IP networks—see [37, Section 8.14], [38].) If is the number
of connections carried through a resource, then the number of
bursts, or “on” periods, in progress is about . The number
of connections in progress changes about every s, while
the number of bursts in progress changes about every s.
Fluctuations in the number of bursts thus occur a few hundred
times faster than fluctuations in the number of connections car-
ried. At the packet level, our stylized model allows the resource
to deduce the number of active bursts by counting the number of
packets arriving over a measurement interval of length 25 ms;
and the number of packets arriving in a measurement interval of
length ms, is binomially distributed, with parameters
and . The resource may improve its estimate of the number
of connections by counting packets over a longer measurement
interval, but in [3, Section V], it is shown that the potential for
improved performance is minimal.

Thus, we may conclude that, for this example, and with a
small enough measurement interval ( ms and
s) there is a clear separation of timescales, and that successive
acceptance decisions at a resource are, conditional on the con-
nection load, approximately independent. Further, if different
resources within the network have, with high probability, only
a small proportion of their load arising from the same connec-
tions (the diverse routing condition familiar for loss networks),
then the acceptance decisions at different resources are again,
conditional on current load, approximately independent. These
observations motivated the assumption, made in Section II, of
conditional independence of acceptance decisions (or more gen-
erally marking behavior) at each resource and for each arriving
call request.

B. Analysis of the Binomial Model

The binomial model is defined by acceptance probabilities
given by

(18)

for some probability and threshold , where is a
binomial random variable. This model arises, for example, as
in the previous section. Here, in a given measurement interval,
each of the connections already carried by the resource sends
a packet with probability ; the random variable is
then the total count of such packets.

In [3], this model was studied for a single resource, where the
problem was to estimate, the peak to mean ratio of a connec-
tion, in a robust way. The tradeoff between call blocking and cell
loss was made explicit through a Bayesian decision-theoretic
framework. Both the case where the resource knows the number
of connections , and the case where the resource has only ag-
gregate load measurements, were considered: it was noted that
lack of knowledge of the number of connections didnot de-
grade the performance greatly. In the current framework, the
number of connections is unknown to both the resource and
to end-systems.

(a)

(b)

Fig. 1. (a) Rejection probabilities (upper figure) for thresholds of� = 10

(solid line), and� = 20 (broken line). (b) Cumulative occupancy distributions
with offered rate� = 50.

It is possible to exactly mirror the approach of [3]: apply
priors to the offered load as well as the burstiness parameter
, and push through a Bayesian analysis to determine optimal

thresholds . However it is more natural to see the marking
strategy as under the network’s control, whilst the decisions are
the responsibility of the end-systems or users and the main focus
of this paper. One of the key-insights of the previous work was
to show that is a robust control with respect to varying arrival
rates.

Now, for each , has mean and variance
. Hence, nearly all its distribution is concen-

trated within, say, 3 standard deviations of . Thus,
tends rapidly to 0 or 1 outside the

region . (In Appendix II,
a Chernoff bound is used to further explore the fall off in
above .)

As an illustration, consider an isolated resource system with
. The rejectionprobabilities are shown in

Fig. 1(a), the solid line corresponding to , and the
broken line corresponding to .1 Note that both curves
are “s-shaped,” and, as shown above, the curves flatten out with
increasing . Suppose now that calls are offered at rate :
the cumulative probability distributions for the stationary
distribution of the number of calls in progress [given by (8)]
are shown in Fig. 1(b). The corresponding probability density
functions are shown in Fig. 2(a). Fig. 2(b) shows the den-
sity functions in the case , illustrating the robustness
against offered load. In effect, to reach a high number of calls
in progress the offered load would have to be extremely high.

The admission strategy thus has the effect of truncating the
number of calls in progress, largely independently of the of-
fered load. This is illustrated graphically in Fig. 3, showing

1A threshold of� = 15 corresponds to an optimal choice for a system with
capacity 25,p = 0:5, � = 50 and packet loss target10 or less, using the
methodology of [3].
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(a)

(b)

Fig. 2. (a) Occupancy density functions�(m) for � = 50, � = 10; 20.
(b) �(m) for high offered load� = 100, � = 10; 20.

Fig. 3. Density functions�(m) for varying� from 1–60,� = 50, p = 0:5.

how the stationary distribution gradually spreads out and ap-
proaches an unconstrained Poisson distribution as the threshold

increases.
Of course, the number of calls admitted is very sensitive

to , since it is concentrated in the region , but the expected
load generated, is not (see [3] for a fuller discussion).

C. A Simple Continuous-Time Packet Model

In this section we explore a contrasting packet level resource
model, and look in detail at the marking strategy. To make
progress, we assume the resource is modeled by an M/M/1
queue,2 with traffic intensity

(19)

where is the number of connections, andis the load imposed
by a single connection. For example, we might assume expo-
nential packet sizes, and a Poisson packet generation process
per stream.

As a motivational example, suppose streams generate packets
at the rate of 40 pps, for nominal 200 byte packets, which would

2We could, with some loss of tractability, use an M/D/1 or ND/D/1 model
to link in with Section III-B.

correspond to PSTN quality speech with simple PCM encoding.
Thus, with capacities of a small leased line, legacy LAN or back-
bone taken to be 2, 10, or 600 Mbps, respectively, the loads
produced by a stream are of the order ,

, . The reciprocals can thus be
regarded as a measure of system size, or how many streams
of a particular type can be fitted onto a system. If the bit-rate
of streams is an order of magnitude larger, corresponding to
video, for example, then the effective system size becomes much
smaller, with given by 3, 15, or 900, respectively.

An acceptance strategy is the following: accept a call if none
of a sequence of probe packets is marked. If the packets are
marked with probability , then the acceptance probabilities
for are given by

(20)

For greater than 1, marking will in general be positively cor-
related between packets unless the probe packets are sent at in-
tervals long compared to the critical timescale of the queue. In
the latter case, the approximation

(21)

may be reasonable, and in general we would expect to lie
between the values given in (20) and (21).

A simple marking strategy is to mark all packets when the
queue exceeds some threshold, much as RED does [39].
However, any threshold marking scheme acts as an integral con-
troller, since it is based on queue length, and hence is slow to
react. One way around this is to use a virtual queue marking
strategy [12], where we run a queue at a reduced service rate
(and usually with a reduced buffer) and mark as though the
demand is offered to the virtual queue, for example, when a
threshold is exceeded in the virtual queue. The intuitive idea,
which we clarify later, is that the virtual queue anticipates the
onset of congestion.

Let the rate and buffer size of the virtual queue be, , with
, , where , are the rate and buffer size of the real

queue. How should the parameters, be chosen? To make
progress with this question, suppose that a packet arriving to find

or more packets already in the real queue incurs damage (for
example, incurs unacceptable delay). Then from the stationary
distribution of an M/M/1 queue, is the probability
that a packet incurs such damage, and the rate at which packets
arrive to incur damage is . The expected impact of an
additional packet (theshadow pricediscussed in [10]) is just

(22)

Now suppose that the virtual queue serves at a fraction
of the real queue rate, so that , and suppose further
that arriving packets are marked if the fictitious queue hasor
more packets already present. Then the marking probability is

, and equating this to the expression (22) gives

(23)

There is a tradeoff between utilization and threshold. For the
virtual queue typical values of , are shown in Table I. Notice
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TABLE I
VIRTUAL QUEUE THRESHOLDS ANDLOADS

that the rate reduction is more dramatic for small , where
the virtual queue has a rate less than 80% of the rate of the real
queue. Table I also gives values for loadfor the real queue to
give a marking probability of 0.2 or 0.5. Note that
this loading is relatively insensitive to the marking probability.

We have shown how given a, can be chosen. How might
be fixed? This is, in our view, an important area for further

research. For a real time service,might bound the acceptable
per hop delay, and so might scale with link capacity. Table I
shows the tradeoff between utilization and delay: the last line
( ) illustrates how little we gain by having an ex-
treme value of . A typical router in the current Internet might
have buffering per output link equivalent to between 60 and 240
KB, equating to 300–1200 packets in our nominal units, corre-
sponding to a maximum delay of 30 ms for a backbone link. We
would advocate a smaller value for the threshold. More gen-
erally, this marking scheme applies to a heterogeneous network
where adaptive and nonadaptive traffic is mixed together. For
adaptive traffic, it is important to keep small to avoid oscil-
latory behavior.

With this virtual queue marking, for the acceptance
probabilities are given by

(24)

(25)

Fig. 4 is analogous to Fig. 1, but using virtual queue marking
strategies with and . As before, Fig. 4(a) shows
the rejection probabilities , and Fig. 4(b) the cumula-
tive occupancy distribution. There are some differences: the ac-
ceptance curve is now convex rather than s-shaped below

for small , which makes the distribution less sym-
metric (because of harder truncation). Fig. 5 is analogous to
Fig. 2, giving the stationary occupancy distribution for
differing loads.

The figures are remarkably similar to those of Section III-B,
despite the different marking behavior and assumptions. Note
that, for this example, the key parameters areand . The pa-
rameter is effectively the system size—because the load of
the system cannot go above 1, and limits the maximum number
of connections.

From Table I, for , and we aim to keep
the system loading below 79%. Hence, the effective capacity
of the system is . For a particular value of of-
fered load , we can compare the stationary rejection proba-

(a)

(b)

Fig. 4. (a) Rejection probabilities, and (b) cumulative occupancy distribution
for � = 50, 1=� = 60, virtual queue marking withK = 5; 10.

(a)

(b)

Fig. 5. (a) Occupancy density function�(m) for 1=� = 60, virtual queue
marking withK = 5; 10,� = 50; (b) occupancy density�(m) at high offered
load� = 100.

bility under our proposal with that obtained if we
can count connections, and limit their number to. The re-
jection probability under the latter scheme is , Er-
lang’s formula for the blocking of Poisson traffic rateoffered
to circuits. Table II gives the rejection probabilities and per-
centage capacity reduction if is chosen such
that . The Erlang limit is in some
sense the best that be accomplished, and Table II shows an upper
bound on the capacity savings if connections could be counted.

We have said little about how the user might choose, the
number of probe packets to offer to the network. Fig. 6 shows
stationary rejection probabilities, , and expected
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TABLE II
REJECTIONPROBABILITIES FORK = 10, M = 1, 1=� = 60 AND

CAPACITY SAVINGS WITH A COUNTING SCHEME

Fig. 6. Expected rejection and expected marking probabilities against varying
�, withK = 10,� = 1=60 forM = 1 (solid line), andM = 5 (broken lines).

marking probabilities, , for (the broken lines)
compared to (solid line) as is varied, computed using
relations (21) and (20) respectively. For , the expected
rejection probability is the same as the expected marking rate,
shown as the solid line. For , the rejection probability is
increased, while the marking rate is reduced (lower dashed line)
compared to . In effect, a higher value of protects
against higher marking rates: if more probe packets are used
by all potential connections, then the network stabilizes with a
lower packet marking rate. Varying between different types
of connections will produce service differentiation.

D. Time Scales for Virtual Queues

It is interesting to compare the binomial model of Sec-
tion III-A and B with the M/M/1 model of Section III-C, where
arrivals at the queue form a Poisson process of rate proportional
to the number of connections. The workload arrival process
at the resource under the latter model exhibits short-range
order, and the resource is able to learn about its load relatively
quickly, on the packet timescale. Under the binomial model, in
contrast, arrivals at the queue exhibit a more complex structure.
Over small time intervals, less than the packet spacing within a
burst, the packet arrival process exhibitsnegativecorrelations.
But over longer periods, the packet arrival process exhibits
long-range order, varying slowly as the number of active bursts
changes. The resource may well mark packets when the number
of connections is quite low, or fail to mark packets when the
number of connections is quite high, since its marking strategy
depends on the random number of active bursts. In general, the
timescales at which queue overload occurs depend subtly upon
the statistical properties of individual streams and the amount of
traffic aggregation, as well as upon the capacity and buffer size
of the resource; and it would not be appropriate to use a fixed
measurement interval, as in Section III-A, for heterogeneous

mixes of traffic or for poorly characterized sources. In this
section we shall explore the robustness of marking mechanisms
based on Virtual Queues.

Suppose that the resource can serve packets at rateand has
a buffer size . Let be the number of connections, and let

be the proportion of packets that are lost. For sim-
plicity of exposition, we assume the connections are all of the
same type: the argument is identical with multiple traffic types,
at the cost of a more elaborate notation. Suppose a connection
generates a workload for the resource of in time :
assume has stationary increments, and that the workloads
generated by different connections are independent. Then the
many sources asymptotic regime [27]–[29] shows that for large
systems

(26)

where

(27)

is the effective bandwidth of an individual source. Let
be an extremal pair for (26): then is the critical timescale
of the resource, giving the most likely timescale on which the
buffer threshold is exceeded [40]. As an example, suppose the
workload generated by a connection is Gaussian, with

(28)

where is normally distributed with zero mean. If

(29)

then the process represents fractional Brownian motion with
Hurst parameter , and long-range dependence if .
For this model [41]

(30)

Thus, for this example, the critical time scaleis linear in the
buffer size , and increases with the Hurst parameter.

While the formalization of the result (26) requires a limiting
regime with small overload probabilities, the time scaleiden-
tified by the theory is useful in a much wider range of settings.
For example, in the case where traffic is Gaussian,is precisely
the value which maximizes the probability that the workload
arriving in a period of lengthwill exceed the maximal capacity
of the resource to accept input, .

Write to emphasize the dependence of the
critical timescale on the capacity and buffer of the queue. Now
suppose that marking is determined by a virtual queue, of re-
duced rate and reduced buffer size . Then observe, from
relation (30) and more generally from relation (26), that

(31)

Thus, the critical timescale for the virtual queue is thesame
as it would be for the real queue if the load on the real queue
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were a factor larger. The virtual queue thus provides an
early warning of overload, and implicitly and robustly tunes the
time period over which overload is detected to the statistical
properties of the traffic sources.

IV. CONCLUDING REMARKS

The framework we have presented is general, and can
be analyzed in detail. We have assumed the marking rate
is determined by the number of connections alone. More
generally, the marking rate can depend on a weighted sum

reflecting differing bandwidth require-
ments. Differing user behavior naturally translates into user
dependent responses to marks: for example, the user or system
may adopt a more complicated acceptance strategy, such as
deciding to enter if no more than a specified number of packets
is marked, where the number is greater than 1. For these
extensions, the product form solution breaks down, without
certain side conditions that essentially preserve reversibility.
However, fixed point approximations in the spirit of Section II
can still be constructed, and complete networks analyzed.

We have said little about why a connection should choose to
react in the way described in the paper. If the connection is an
application running on the end-system, then the behavior could
be embedded in a protocol stack, with behavior mandated, much
as the behavior of TCP connections is under the control of the
operating system. Different types of connection (voice, video,
streamed data, etc.) could have different mandated reactions to
the receipt of probe packets. Viewed in this light, our scheme can
represent a lightweight signaling system with soft guarantees,
which could be used in an Intranet, for example, sharing band-
width within a virtual path. An alternative and more controver-
sial scenario would see the marked packets as representing some
cost or charge to the user, which might represent real money or
a distributed mint. In this case, the probing phase enables the
user to form an estimate of the likely charge of a connection.
Some possible user reactions are investigated in [42]. This is a
natural framework for heterogeneity, where different users can
have different strategies for choosing whether or not to enter the
network.

APPENDIX I

Consider the simple model of Section II-A. Suppose that the
network is large, and that, for each resource, the function
decreases rapidly from 1 to 0 in the neighborhood of some “ca-
pacity” . This is so in the case of each of the models studied in
Section III. For example, in the binomial model of Section III-B
we have —see the discussion there. We show here
that, to a good approximation, the stationary acceptance proba-
bilities and the corresponding fixed pointof Section II-C are
the same as for a traditional uncontrolled loss network with hard
capacity constraints , . These are therefore independent
of the more detailed structure of the functions . We also dis-
cuss briefly limiting dynamics.

To make these ideas more formal, consider a sequence of net-
works, indexed by some scale parameter. All members of
the sequence have a commonincidence matrix

, where if and otherwise:
we assume the matrix is of full rank. The th member of the
sequence has arrival rates , , and acceptance
functions satisfying

(32)

for all ; define also to be the corresponding solution
of the fixed point equation (6) of Section II-C.

Let be the unique solution in , ,
of the equations

(33)

if (34)

(the uniqueness here follows from [32, Theorem 2.1]). For each
, define also .
Theorem 1: Under the above limiting regime,

(35)

(36)

Proof: From (3), (6), and (7) we have, for theth member
of the sequence,

(37)

(38)

Now consider any subsequence in which
, is convergent. Then, for all,

[for otherwise, from (32), , leading
to a contradiction for theth member of (37)]. Further, for
such that , it follows from (32) that

. It now follows from the unique-
ness of above that, in the entire sequence, the result
(35) holds, and (36) is now immediate from (38).

Finally, we may show as in [32] that, under the above limiting
regime, the fixed point approximation of Section II-C for the
acceptance probabilities becomes asymptotically exact. It then
follows from Theorem 1 that the limiting acceptance probability
for a call of type is .

We mention also the limiting dynamics , where
, under the above regime. These are as given by

(15), but since here, in the limit, each function jumps from
1 to 0 as its argument passes through, it is necessary to use
stochastic averaging as described in [25]. Using the techniques
of [26], we may show that the appropriate Lyapunov function for
the limiting dynamics is again given by the functiondefined
by (16), where here we take the integrand for all
. This is as might be expected: the limiting dynamics are

of course constrained to satisfy for all .
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APPENDIX II

How rapidly does the product of acceptance probabilities in
(3) decay, when given by the binomial probabilities (2)? Well,
if ,

by a Chernoff bound on the binomial distribution. Hence,

indicating a rather rapid decay in the product form above
. Similarly, there is a rapid approach to unity of the product

below .

APPENDIX III

We prove the result of Section II-F. Assume for ,
and that is a nonnegative continuous decreasing function
of , not identically zero, for . Then we may establish the
following result.

Theorem 2: The function (16) is a Lyapunov function for
the system of differential equations (15). The unique value
maximizing is a stable point of the system, to which all
trajectories converge.

Proof: The assumptions on , , and , ,
ensure that is strictly concave on the positive orthant with
an interior maximum; the maximizing value ofis thus unique.
Observe that

(39)

Setting these derivatives to zero identifies the maximum. Fur-
ther,

Next note that (39) necessarily has the same sign as (15) for
each , establishing that is strictly increasing with
, unless , the unique maximizing . The function

is thus a Lyapunov function for the system (15), and the
theorem follows.
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